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Abstract—Extremism has become one of the major threats
throughout the world over the past few decades. In the last
two decades, there has been a sharp increase in extremism and
terrorist attacks. Nowadays, terrorism concerns all nations in
terms of national security and is considered one of the most
priority research topics. In order to support the national defense
system, academics and researchers are analyzing various datasets
to determine the reasons behind these attacks, their patterns, and
how to predict their success. The main objective of our paper is
to predict different types of attacks, such as successful suicide at-
tacks, successful non-suicide attacks, unsuccessful suicide attacks,
and unsuccessful non-suicide attacks. For this purpose, various
machine learning algorithms, namely Random Forest, K Nearest
Neighbor, Decision Tree, LightGBM Boosting, and a feedforward
Artificial N eural N etwork c alled M ultilayer P erceptron (MLP),
are used to determine the success of suicide terrorist attacks. With
an accuracy rate of 98.4% and an AUC-ROC score of 99.9%, the
Random Forest classifier was the most accurate among all other
algorithms. This model is more trustworthy than previous work
and provides a useful comparison between machine learning
methods and an artificial n eural n etwork b ecausei ti sless
dependent and has a multiclass target feature.

Index Terms—Terrorism, Suicide Terrorist Attack, Machine
Learning, GTD.

I. INTRODUCTION

Terrorism is considered one of the world’s biggest problems,
affecting and threatening the everyday lives of people around
the world. Terrorists are those who carry out violent activities
by breaking laws to achieve religious, political, or social goals.
Terrorism can be described as an act intended to instill fear
and terror in an audience unrelated to the victims. Whether
an act is classified as terrorism also depends on whether it is
interpreted from a legal, moral, or behavioral perspective [1].
When a terrorist attempts suicide while carrying out an attack,
it is referred to as a suicide terrorist attack. Unlike in the past,
suicide terrorist attacks are clearly on the rise. According to the
Global Terrorism Database (GTD), more than 16,000 terrorist
attacks were recorded in 2014, the highest number of attacks in
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a single year between 1970 and 2017 [2]. However, the impact
of a terrorist attack can be mitigated by predicting many things,
such as whether or not the attack will be successful. It can also
be predicted whether or not the person involved in a terrorist
attack will commit suicide. These insights are useful in taking
precautionary measures to prevent such attacks.

In present days, with the advancement of technology, it
is possible to predict the success rate of a suicide terrorist
attack, given a large number of previous data records. For
this, Machine Learning (ML) algorithms and Artificial Neural
Networks (ANN) can be essential in analyzing these data and
combating new terrorist activities through prediction. Since
there are various ML and ANN algorithms, it is challenging
to choose one. Therefore, four widely used ML algorithms,
namely Random Forest [3], Decision Tree [4], LightGBM
Boosting [5], K Nearest Neighbor (KNN) [6], and an ANN
called Multilayer Perceptron (MLP), are used to detect whether
a suicide attack would be successful or not based on only 7
numerical features. Among those four ML algorithms, three
algorithms are tree-based, and one algorithm is statistical-
based. The reason for choosing a more tree-based algorithm is
that it does not require normalization or standardization as a
preprocessing of the features and still provides better accuracy
than statistical-based algorithms [7]. Since a large amount of
data is required as input to build ML or ANN models, the GTD
dataset is used, which contains information on approximately
200,000 incidents of domestic and foreign terrorist activity
from 1970 to 2017 [2]. The proposed model relies on only 7
of the 18 selected features from the GTD dataset to make this
admirably accurate prediction. The nominal data dependency
and multi-class classification make this model more effective
compared to other methods. The performance evaluation of
the implemented ML and ANN algorithms is based on the
validation curves and the Area Under the Curve of Receiver
Operating Characteristic (AUC-ROC) curves. In addition, the
accuracy, precision, recall, and F1-Score are also calculated
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for all these ML models.

The remainder of this study is organized into section two,
which provides a summary of relevant work. Section three
describes the proposed methodology, and section four analyzes
the results of the different ML and ANN algorithms. The
entire study is then summarized in section five with additional
suggestions for improvement.

II. RELATED STUDY

Nowadays, predicting the success rate of suicide attacks is
an important area of research due to the increasing threat of
terrorism worldwide. However, according to our study, not
much research has been published on this topic using ML or
ANN. In most cases, researchers use ML or ANN for a binary
classification problem. However, a multiclass classification
problem that combines the success and suicide of a terrorist
attack is a good research area to predict the success rate of
such an attack.

In [8], predictions of future terrorist activities are made
using deep neural networks. First, the authors develop several
models based on traditional machine learning techniques. The
result shows that the models cannot make accurate predictions.
The authors also create models based on Neural Networks
(NN) and Deep Neural Networks (DNN) and find that DNN
provides more than 95% accuracy, unlike the traditional ML
models. In [9], machine learning algorithms such as Random
Forest, Neural NET, and Support Vector Machine are used to
simulate the threat of terrorist attacks. With a 96.6% success
rate using Random Forest, the model can identify where
terrorist attacks might occur. This model correctly predicts
2,037 locations for terrorist attacks. In [10], six supervised
machine learning methods (Gaussian Naive Bayes, Linear
Discriminant Analysis, k-Nearest Neighbors, Support Vector
Machines, Decision Tree, and Logistic Regression) are used to
predict the region and country of terrorist attacks. The results
show that the Decision Tree provides the highest training
accuracy 97.1%in both cases, i.e., predicting the country and
region of terrorist attacks, while the Support Vector Machine
and Logistic Regression provide the lowest training accuracy
of 67%. The results also show that the highest testing accuracy
is upto 82%. In [11], the authors propose a system to visualize
and predict the number of terrorist attacks by region and attack
type using classification models such as Random Forest and
Decision Tree. After training the model, the decision tree
provides 75.45% accuracy in predicting attacks by region.
Also, the accuracy is 79.24% in predicting the types of terrorist
attacks. On the other hand, Random Forest is accurate in
predicting these things as it achieves 89.54% accuracy in
predicting attacks by region. It is also 90.41% accurate in
predicting the types of terrorist attacks. Interestingly, in [12],
the authors combine the success and suicide of a terrorist
attack and show a statistical analysis.

Since no multiclass classification has been done so far, four
ML models and an ANN model are used in our study to
predict the success of a suicide terrorist attack by using only

7 features. Also, a comparison among all of these models is
shown in this research.

III. METHODOLOGY

The methodology used in this study is shown in Figure 1.
The first step of the procedure is to impute the missing
values from the GTD dataset. The Miss Forest algorithm [13]
is employed to fill the missing values. After dealing with
the missing values, the features “success” and “suicide” are
merged to form the multiclass target feature named “Target”
for multiclass classification. Since this dataset is imbalanced, it
is made balanced using the Synthetic Minority Over-sampling
Technique (SMOTE) [14]. Features are then selected using
the Feature Selection [15] method to predict the target feature
once the importance of each feature is determined. Finally, the
machine learning models are set in motion. Each step of the
proposed strategy is briefly explained in the following sections.
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Fig. 1. Different Phases of the Methodology Employed in this Study.

A. Dataset Description

Information on terrorist attacks worldwide from 1970 to
2017 is collected using the dataset commonly known as the
Global Terrorism Database (GTD) [2]. Unlike many other
databases, the GTD presently has almost 200,000 cases with at
least 45 variables per occurrence. It also provides systematic
data on domestic, transnational, and worldwide terrorist acts
during this time. At GTD, everything is shown at each event,
including the time and place, the weapons used, the kind of
target, the number of victims, and the identified group or
person responsible. Among all of these features, 18 of them
were chosen. All of the chosen qualities are numeric and have
some values that are missing. The Miss Forest algorithm [13]
is used to fill in the missing values. An overview of the dataset
can be found in Table I.

B. Target Creation

In this dataset, there are two attributes named “success’ and
“suicide”, which are binary attributes with values of either 1
or 0. Using the binary attributes, a multiclass target feature
has been created named “Target” for multiclass classification.
The Algorithm 1 describes the procedure of target creation.



TABLE I
OVERVIEW OF THE GTD DATASET
No | Attributes Types Information
1 iyear int64 Year
2 iday int64 Day (1/2/3.../30)
3 int64 I = "Yes” The incident was successful.
success 0 = "No” The incident was not.
. This field captures the general method
4 attacktypel | int64 of attack.
5 taratypel int64 The target type field captures the general
type of target.
6 natlty1 float64 This is the nationality of the target that was
attacked.
7 weaptypel int64 Types of weapon are recorded for each inciden
. This field stores the number of total confirmed
8 kill float64 fatalities for the incident.
. 1 means duration of an incident extended more
9 extended int64
than 24 hours 0 means less.
. This field identifies the country or location where
10 | country int64 L
the incident occurred.
. . This field identifies the region in which the incident
11 region int64
occurred.
12 | latitude fAoat64 This field records the latitude of the city in which
the event occurred.
13 longitude float6A This field records the longitude of the city in which
the event occurred
e This field identifies the geospatial resolution of the
14| specificity float64 latitude and longitude.
L . 1 = "Yes” The incident occurred in the immediate
15 vicinity int64 S N
vicinity and 0 = ”"No
. . These variables record which of the inclusion
16 | critl int64 L
criteria are met.
.. . 1 = "Yes” The incident was a suicide attack.
17 suicide int64 0 = *No” This is not
18 | nperps float64 Fndlcatgs Fhe total number of terrorists participating
in the incident.

Algorithm 1 Target selection using features: “success” and
“suicide”

if success is 1 and suicide is 1 then
return 1

else if success is 0 and suicide is O then
return 0

else if success is 1 and suicide is O then
return 2

else if success is 0 and suicide is 1 then
return 3

X DN AR

Here it can be seen that both the success and suicide features
return 1 if they contain the binary number 1. This 1 in the
target feature indicates that the terrorist attack is successful
and the perpetrator attempts to commit suicide. If the suicide is
0 and the success is 1, 2 is returned. And in the target feature,
this 2 means that although the terrorist attack is successful,
the perpetrator is not able to commit suicide. If success is 0
and suicide is 1, 3 is returned. This 3 in the target feature
indicates that although the terrorist attack is unsuccessful, the
terrorist manages to commit suicide. However, if both success
and suicide contain 0, O is returned, indicating that neither the
terrorist attack nor the suicide attempt is successful.

C. Balancing Imbalanced Dataset

Since the fundamental principle of most classification tech-
niques is that the class distribution should be balanced,
methodologies for classifying imbalanced datasets cannot pro-
duce a good classification with ideal accuracy. [14]. In this

case, the two features named “success” and “suicide” are
combined to create the target feature called “Target”. There
are four classes in this target feature, and they are:

o 1 ( Represents success and suicide both)

¢ 2 ( Represents only success )

« 3 ( Represents only suicide )

o 0 ( Represents none of these success and suicide )

This “Target” feature is imbalanced because there are large
differences in the ratio of these four classes. The success cases,
which are essentially in class 2, account for about 84.9% of
the data in this “Target” feature. Slightly more than 10.45% of
the data do not belong to either the success cases or the suicide
cases, thus belonging to class 0. These two cases, success and
suicide, account for about 3.06% of the dataset classified as
class 1, while only the suicide attacks, classified as class 3,
account for 1.59% of the dataset.

It is more likely that this model would be overfitted because
the dataset is imbalanced. To balance this dataset, instances for
the minor category are created using the Random Oversampler
method and the Synthetic Minority Oversampling Technique
(SMOTE). Figure 2 shows the scenarios of the dataset before
and after applying the balancing procedure.

After Balancing

Before Balancing class 0

class 1

class 1
25.0%

349 class 0

class 3

84.9%

25.0% class 3

class 2
class 2

Fig. 2. Overview of the Distribution of Target Data Feature Before and After
Performing Balancing Procedure on Dataset.

D. Feature Engineering and Feature Selection

After creating the target feature and balancing the dataset,
the feature engineering methodology is applied. The attributes
that are correlated to 80% are discarded. This 80% correlation
indicates that these features are almost 80% correlated with
each other and it is unnecessary to take both of them; instead,
one is taken while the other is omitted.

Following the correlation matrix in Figure 3, a feature se-
lection strategy is applied to the selected features. This feature
selection approach employs lasso regression by setting 0.05 as
the threshold. This Figure 3 shows the correlation coefficients
between variables. Each cell in the table represents the rela-
tionship between two variables [16]. This correlation matrix
illustrates how the features are related to each other. After
excluding all correlated features, 7 features (iyear,attacktypel,
targtypel, natity1, nkill, country, and latitude) are selected for
the machine learning models.
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Fig. 3. Correlation Matrix of the Selected Features.

E. Applied Machine Learning and Artificial Neural Network
Models

Various ML and ANN models are used to predict the target.
The algorithms are trained with 70% of the dataset for training
purposes, and the remaining 30% are used for testing. The
accuracy of these machine learning algorithms is increased
by using K-fold cross-validation (K = 10) and specifying the
“random state” for all algorithms to be 42. For the MLP,
the architecture is a fully connected network with 2 hidden
layers, where the first hidden layer has 12 units and the second
layer has 6 units. The architecture is shown in Figure: 4. The
accuracy and F1-Score of each machine learning algorithm are
also calculated.

Hidden Layer Hidden Layer

Input Layer

12 units

6 units

QOutput Layer

Fig. 4. Architecture of the MLP Model.

IV. RESULTS ANALYSIS

A. Confusion Matrix

A confusion matrix is an M X M matrix used to evaluate the
effectiveness of a classification model, where M is the number
of target classes [17]. The matrix compares the actual values
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Fig. 5. Confusion Matrix for Different Machine Learning and Artificial Neural
Network Algorithms.

with the predictions of the machine learning model. This
provides a comprehensive picture of how well the classification
model is performing and what types of errors it is generating.
Figure 5 shows five confusion matrices for five algorithms
used in this study.

According to these confusion matrices, only 3.12% of the
data is misclassified by the Random Forest Classifier, while a
Decision Tree misclassifies the data by almost 6.42%. Com-
pared to other algorithms, KNN shows very poor performance.
In this case, almost 10.71% of the data is misclassified.
Interestingly, 13.24% of the data is misclassified by MLP. Here
4.08% of the data is classified as a successful attack, but in
fact, there is neither a successful nor a suicide attack.

B. Validation Curves

Using the validation curves, it is found that Random Forest
maintains its accuracy for all unknown data to predict the
target, as increasing the number of epochs does not affect its
accuracy, which is around 93.4%. The Decision Tree performs
well when the number of epochs increases. Surprisingly, the
validation curve for the KNN remains mostly constant with an
accuracy of around 82.3%, but its training accuracy decreases
as the number of epochs increases. LightGBM performs con-
sistently, but its training accuracy increases after the 7 epoch.
For MLP, it is interesting to note that as the epoch number
increases, the validation accuracy also increases. After 11th
epoch, it becomes almost constant, with an accuracy of around
84.5%. All these curves are shown in Figure 6.
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C. AUC-ROC Curve

One of the most used evaluation metrics for binary clas-
sification issues is the Area Under the Curve of Receiver
Operating Characteristic (AUC-ROC). A ROC curve is a graph
that shows how well a classification model performs across
all categorization levels [18]. The classification accuracy is
enhanced by lowering the classification threshold. Plotting
the True Positive Rate (TPR) and False Positive Rate (FPR)
as a function of the ROC curve shows TPR on the y-axis
and FPR on the x-axis. The area under the ROC curve in
two dimensions is quantified by AUC. The accuracy of the
model’s prediction increases with increasing AUC-ROC score.
All ROC curves for the different machine learning methods
used in this study are shown in Figure 7. To represent the ROC
curve, four separate graphs are plotted for a single algorithm
with respect to the other classes, since the ROC curve reflects
only the binary classification.

The Random Forest algorithm outperforms the other al-
gorithms by correctly identifying the majority of samples
and achieving an AUC-ROC score of approximately 98.93%.
The classes represented as only suicide and none or both
success and suicide are mostly correctly classified by the KNN
and Decision Tree algorithms. However, these two algorithms
misclassify the success cases of a terrorist attack, and the
scores of AUC-ROC are 96.1% and 96.4%, respectively.
The performance of LightGBM algorithms is quite good in
this study. It can perform accurate classification when the
target feature contains only success and both success and
suicide cases. The AUC-ROC score for LightGBM Boosting
is 93.67%. Finally, the MLP does not perform very well in
this study. Its AUC-ROC score is around 89.23%, and it can
better distinguish the classes containing only success cases.
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Network Algorithms.

The AUC-ROC scores obtained in the experiment are shown
in Table II.

TABLE II
AUC-ROC SCORES ACHIEVED FROM THE EXPERIMENT.

Algorithm AUC-ROC(%)
Random Forest 98.93
KNN 96.1
Decision Tree 96.4
LightGBM Boosting 93.67.7
MLP 89.23

D. Accuracy, Precision, Recall and FI-score

In addition to the AUC-ROC curve, accuracy, precision,
recall, and F1-Score are well-known evaluation metrics com-
monly used to measure the performance of the employed mod-
els. These metrics are widely used in various ML and ANN.
applications [7], [19], [20]. Four machine learning models are
used to predict the target attribute, among which Random
Forest outperforms all with 98.39% accuracy. Decision Tree
also performs well with 97.54% accuracy. The remaining
algorithms also perform well with reasonable accuracy, except
MLP. Since the target has multiple defining features, it is
easier for traditional machine learning algorithms to accurately
classify unknown data than for the MLP model. Figure 8
shows the comparative analysis of accuracy, precision, recall,
and F1-Score of all algorithms used in this study. From the
comparative analysis, Random Forest is the winner among
the algorithms used, while KNN and Decision Tree also
perform very well in predicting the target class with accuracy
above 95% in this dataset. Table III shows the performance



comparison with the best accuracy of the existing models and machine learning or ANN algorithms, which will help reduce
terrorism and improve security.

the best accuracy of this study.
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Fig. 8. Result of Different Machine Learning and ANN Algorithms.

TABLE 11T
COMPARATIVE ANALYSIS WITH THE EXISTING WORKS.

Study — Approach Highest

gorithm Classification Accuracy

Uddin et al. [8] | ANN and ML | Binary class 921\1111\1%
Ding et al. [9] ML Binary class Rang%% ll':;;rest:
Singh et al. [10] ML Binary class | D08 T
Huaman [11] ML Binary class Ra"%ggzlj;;rest:
This study ANN and ML | Multiclass Ran(;%r.rizl;oorest:

V. CONCLUSIONS AND FUTURE WORK

Terrorism is a global problem that damages a country’s
security and reputation, as well as the confidence and lives of
its citizens. Terrorism changes citizens’ perceptions of real life.
However, terrorism can be contained if its underlying factors
can be identified. These factors can be easily identified with
modern technologies such as machine learning. To determine
the success of a suicide terrorist attack, several machine
learning and ANN models have been developed. The results of
this study show that Random Forest has the highest accuracy
of 98.39% compared to the other four algorithms. The results
of this study can be used to improve future defense against
terrorist attacks. In the future, other types of terrorism and
their factors (e.g., the success rate of a terrorist attack related
to the type of weapon used) can be studied using different
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